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1. Constitutional Court Decision on the Rejection of Objections Against the Decisions
of the Personal Data Protection Board without Justification

With the "M.LI. Application Decision" ("Decision") numbered 2020/7518 and dated October 12,
2023 and published in the Official Gazette dated 15.12.2023 and numbered 32400, the
Constitutional Court ruled that the right to property of the applicant was violated as a result of the
rejection of the objection to the administrative fine imposed on the applicant by the Personal Data
Protection Board ("Board"), by the Criminal Judgeship of Peace without any evaluation, on the
grounds that the necessary technical and administrative measures to ensure data security were
not taken in accordance with the on Personal Data Protection Law No. 6698 ("Law").

In the case subject to the Decision, the Board imposed a total administrative fine of TRY 1,450,000
on the applicant on the grounds that the customer reservation and guest database of the
accommodation company acquired by the applicant in 2016 was accessed without authorization,
however, the applicant did not take the necessary technical and administrative measures to ensure
data security in accordance with the relevant articles of the Law and did not comply with the
obligation to notify the violation within the shortest time possible.

The applicant objected to the Decision with the request to abolish the administrative fine, claiming
that the Board's decision regarding the administrative fine did not contain a sufficient justification,
that the administrative fine was not applicable in terms of time, that fault liability is
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essential in the protection of personal data, that it was unlawful to impose a fine despite taking all
measures and having no fault, that the administrative fine was contrary to the principle of
proportionality and the principle of equality when compared to the other events subject to the fine.
The Criminal Judgeship of Peace ("Judgeship") dismissed the applicant's objection and rendered
its final decision by declaring that the administrative sanction imposed was in compliance with the
law and procedure, and the applicant's objection to the dismissal decision was dismissed again as
the decision was in compliance with the law and there was no matter that needed to be modified.

The applicant made an individual application to the Constitutional Court with the allegations that
the court of first instance decided to reject the objection without conducting a sufficient and
necessary examination, that the imposition of an administrative fine at the maximum level was not
proportionate, and violated his property right.

As a result of its examination, the Constitutional Court stated that imposing obligations on data
controllers to protect and ensure data security and imposing sanctions in case of breach of these
obligations is in the public interest and is a convenient tool to ensure the appropriate level of
security. However, in the concrete case, the Constitutional Court concluded that the applicant's
relevant claims were significant allegations that affected the entire judicial process that they had
to be addressed and that no evaluation was made by the Judgeship on the applicant's objections,
and therefore the procedural safeguards for the protection of the right to property were not fulfilled
in the concrete case and the right to property was violated. The relevant Decision will be directed
to the Istanbul Anadolu 1st Criminal Judgeship of Peace, which examined the applicant's objection
to the administrative fine, and the Judgeship shall initiate retrial proceedings and establish a new
decision that eliminates the reasons that led the Constitutional Court to the conclusion of violation.

The decision emphasized the importance of explaining the justifications for the administrative fines
imposed by the Board in a legally necessary and sufficient manner and stated that the decisions
and the appeal processes against these decisions should be fully and in detail justified without
prejudice to constitutional rights.

2. The Guideline on Considerations in the Processing of Genetic Data Published

The Guideline on Considerations in the Processing of Genetic Data ("Genetic Data Processing
Guideline") was published by the Personal Data Protection Authority ("Authority") on its official
website on October 13, 2023. The Genetic Data Processing Guideline regulates the areas of use
and processing conditions of genetic data, which are accepted as special categories of personal
data under the Law, genetic data controllers, data subjects, and their obligations, genetic data
security, and finally the recommendations and suggestions of the Authority.

Within the scope of the Genetic Data Processing Guideline, genetic data is defined as all or part
of the information derived from all DNA, RNA, and protein sequences encoded from the genome,
cell nucleus, or mitochondria of a living being. Biometric and genetic data of individuals are also
defined as special categories of personal data in Article 6 of the Law. Accordingly, the data
controllers are required to process genetic data in the light of the general principles of personal
data processing stipulated in the Law, based on the appropriate legal grounds and to fulfill their
obligations in accordance with the Law on the determination of lineal descendant and genetic
predisposition in the processing of genetic data used in genetic analyses for purposes. In addition,
within the scope of the principles of convenience, necessity, and proportionality, in order to realize
the result targeted by the processing of genetic data, only the data aimed at achieving the purpose
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in question should be processed, and in this direction, tools/methods that require the least
intervention (i.e., data minimization), which ensures the processing of less amount and type of
personal data, should be used. The data controller is also obliged to explain the genetic data
processing activities and their consequences to the data subject whose genetic data is processed
in a clear and comprehensible manner and should not exceed the scope of consent.

On the other hand, in order for genetic data to be transferred abroad, either (i) the explicit consent
of the data subject must be obtained, or (ii) in cases where explicit consent is not required, there
must be adequate protection in the foreign country to which the genetic data will be transferred
(the list of foreign countries with adequate protection has not yet been published by the Authority);
or (iii) in the absence of adequate protection, the data controllers in Turkiye and in the relevant
foreign country must obtain the Board’s permission by undertaking in writing to provide adequate
protection. Furthermore, the Genetic Data Processing Guideline also states that, without prejudice
to the provisions of international agreements, in cases where the interests of the data subject or
Tarkiye may be seriously harmed, transfers may be made abroad with the permission of the Board,
provided that the opinion of the relevant public institution is obtained.

Due to the sensitivity of genetic data, data controllers are recommended to take the technical and
administrative measures under the Genetic Data Processing Guideline, as well as the Adequate
Measures to be Taken by Data Controllers in the Processing of Sensitive Personal Data as set out
in the Board's Decision No. 2018/10 dated January 31, 2018, in order to ensure the security of the
data. Accordingly, if genetic data is to be stored in the cloud systems, a record of the data stored
in the cloud should be kept, backups should be taken outside the cloud, and a two-step
authentication control should be applied for remote access. In addition, access to systems to be
encrypted with cryptographic methods should be limited to authorized personnel. In cases such
as maintenance, repair, and return of the devices used during data processing, it should be
ensured that there is no personal data on the devices and servers, and a written commitment
should be obtained from the owner of the device. For the data processing system, certified devices
and up-to-date software should be used, patch management should be provided, and open-
source software should be preferred and first tested by using synthetic data. In addition, hardware
and software security tests of the systems should be performed periodically. By adopting the
principle of "Privacy by design”, which envisages compliance with data protection rules from the
design stage of genetic data privacy, personal data protection rules and privacy should be taken
into account from the construction stage of software and appropriate systems should be
integrated. Also, genetic data should be stored by authorized and knowledgeable individuals with
whom a confidentiality agreement has been executed. These principles and criteria set out in the
Genetic Data Processing Guideline must be recorded and documented by the data controller and
disclosed to the public.

3. Recommendations for the Protection of Privacy in Mobile Applications Published

Recommendations for the Protection of Privacy in Mobile Applications ("Recommendation") was
published by the Personal Data Protection Authority on its official website on December 22, 2023.
The Recommendation addressed the existing and potential risks regarding the protection of
privacy in mobile applications used especially on smartphones and tablets through examples and
provided general recommendations for data subjects and data controllers in terms of the
processing of general and sensitive personal data within the scope of the Law No. 6698 on the
Protection of Personal Data through mobile applications.
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The Recommendation indicates that many actors such as the application provider, application
developer, advertising network, application store organization, operating system provider, library
provider, and device manufacturer may be responsible for the processing and protection of
personal data in mobile applications. Accordingly, although it varies according to the functionality
and design of the application and the permissions given by the user, recommendations were made
to both application users and persons who may be considered as data controllers and/or data
processors in order to protect the privacy of individuals in the processing of personal data such
as the wuser's identity information, membership information, contact information, financial
information, user interactions, location information, online identifiers, phone book or friend lists,
sensitive personal data include biometric data and health data in applications and to ensure that
the data processing activities carried out through applications comply with the principles set out
in the Law.

— Recommendations for Users:

According to the Recommendation, apps should be downloaded from sources that are considered
to be reliable, such as official app stores like AppStore or GooglePlay, or the official website of the
mobile app provider, after receiving information about the developer of the app and ensuring that
the app name is correct. Although high app ratings and positive reviews do not necessarily
guarantee that an app is reliable, reviews and ratings should be evaluated to get an idea of the
functionality and reliability of the app. In particular, the privacy policy of the app to be downloaded
should be reviewed and it should be checked which data it requests access to. If there is a concern
about the protection of privacy in access permissions such as location, audio, video, efc.
requested by the application, access requests should be rejected and an alternative application
should be searched for, if necessary. When creating passwords to be used in applications, strong
combinations should be preferred as much as possible, different passwords should be created for
each account and two-factor authentication should be enabled. In addition, the use of social media
accounts should be avoided when logging in to applications as this will lead to the application
collecting information from the social network account.


https://www.resmigazete.gov.tr/eskiler/2018/03/20180307-7.pdf
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= Recommendations for Parties Processing Personal Data:

Personal data processing activity must be carried out in accordance with the Law in the processes
of development, launch and use of mobile applications by the relevant persons. In this context,
personal data should be processed in accordance with the law and in good faith, accurately and
up-to-date, within the framework of specific, clear and legitimate purposes, in a limited and
measured manner, and should be kept in accordance with the legal retention periods. In this
context, it has been recommended that application developers and providers should be honest
and transparent in their personal data processing activities, and in this direction, in accordance
with the obligation to disclose, facilitate access to the privacy notice and privacy policy, if prepared
separately, and use a user-friendly interface for privacy settings and updates, by taking into
account the rights and interests of users. In addition, it is essential to determine the processing
conditions that will form the basis for processing personal data through mobile applications and
to set forth their justifications. In carrying out the data processing activity, the data controller
should first assess whether any of the other data processing conditions other than explicit consent
can be relied upon, and if none of these are available, it should ensure that the user's explicit
consent is obtained.

The Recommendation also raised as a problem the fact that the software does not provide the
opportunity to give permission to the application and third parties integrated into the application
separately and stated that while obtaining user permissions, it should be transparent regarding
the third-party transactions utilized in the application and that this service should not be used in
the application unless there is a legal reason for processing personal data through the third-party
service integrated into the application.

On the other hand, users should be given the opportunity to correct personal data to ensure that
it is accurate and up-to-date in order to ensure currency in applications and to prevent identity
theft in terms of outdated personal data. In addition, the processed data must be suitable for the
realization of the purposes determined by the use of the application. What is important here is to
collect the least possible type and number of personal data to achieve the purpose within the
framework of data minimization and proportionality principles and to avoid data processing that is
not necessary for the purpose.
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Finally, in terms of ensuring data security, the Recommendation recommends that mobile
applications should be designed in compliance with the privacy by design and privacy by default
principles, which ensure compliance with data protection rules, that multi-factor authentication
methods should be used on devices to prevent unauthorized access to devices using the
applications, that regular patch management and software updates be performed and that
methods such as CAPTCHA be included in user logins as a precaution against bot attacks, and
that personal data be encrypted through an adequate encryption layer and secure management
of relevant encryption keys for effective storage and transmission.

4. Guideline on the Processing of Republic of Tiirkiye Identity Numbers Published

The Authority published Guidelines on the Processing of Republic of Tirkiye Identity Numbers
("TRIN Guideline") on 16.01.2024. The purpose of the TRIN Guideline is to highlight the legislative
provisions envisaging the processing of the Republic of Tirkiye identification number ("TRIN") and
to guide data controllers on how to carry out TRIN processing activities in accordance with the
Law.

According to the TRIN Guideline the important issues in the processing of the TRIN are as follows:
(i) to consider whether methods that interfere less with the right of data subjects to protect their
personal data are possible, (ii) to carry out the data processing activity in accordance with the law,
(iii) to take the necessary technical and administrative measures by the data controllers, and (iv)
to ensure that the TRIN is processed in accordance with the Law and its secondary legislation.

On the other hand, the TRIN Guideline provides examples of circumstances where the processing
of the TRIN is envisaged and the relevant legislation provisions. The examples of these
circumstances and legislative provisions given by the TRIN Guidelines can be summarized as
follows:

issuing invoices for the exchange of goods and services,

order and cargo delivery,

Sending commercial electronic messages by tradesmen,

registration in the trade registry and obtaining a registration certificate,

legal transactions conducted at notary publics,

filing of lawsuits,

prevention of laundering proceeds of crime.

cases where documents containing TRIN or identity information are presented, shown, or
notified to the competent authorities for identification and other purposes.

5. Guideline on the Protection of Personal Data in Election Activities Published

The Authority published the Guideline on the Protection of Personal Data in Election
Activities ("Election Guideline") on 24.01.2024. The purpose of the Election Guideline is to
remind their obligations under the Law to the public administrations, political parties, candidates,
and electors who are involved in election activities as well as their rights under the Law. You may
see below a summary of the highlights of the Electoral Guideline:
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The Election Guideline states that each of the Supreme Board of Elections ("SBE"), political
parties, and independent candidates are considered to be data controllers in terms of the
data processing activities that they carry out within the scope of election activities.

As per Article 28 of the Law, the provisions regulating the obligation to inform data
subjects, the rights of data subjects (except the right to claim compensation for damages)
and the obligation to register with the Data Controllers Registry will not apply to the SBE,
which is responsible for the management and supervision of elections. On the other hand,
it is emphasized that political parties and independent candidates are obliged to inform the
data subjects and to ensure that data subjects can exercise their rights during personal
data processing activities.

It is stated that special categories of personal data including health data such as disability
data can be transferred by the SBE without obtaining the explicit consent of the data
subjects based on the provision regulated in Article 8 Paragraph 3 of the Law stating that
"Provisions in other laws regarding the transfer of personal data are reserved", by citing
Article 6 of Law No. 7062 and Articles 36 and 74 of Law No. 298 as examples.

It is stated that political parties may process communication data in order to send audio,
video, or written messages to their members; however, it will not be possible for them to
conduct propaganda by sending messages to the e-mail addresses of citizens, or by
sending audio, video or written messages to their phones.

The Election Guideline emphasizes that independent candidates should not send audio,
video, or text messages to citizens and should not process citizens' personal data for this
purpose.

Decisions Published by the Board

Decision No: 2023/567

Subject: Regarding the obligation to save credit/debit card information in order to shop
from an e-commerce site

Assessment: The registration and storage of a credit card or debit card in any system on
an online shopping platform shall not be mandatory, and such registration may only be
made with the explicit consent of the data subject without impairing their free will.

Decision No: 2023/695

Subject: Unlawful access to the data of the data subject in the e-pulse system by a private
medical center

Assessment: If the unlawful data processing activities carried out by the employees at
their own discretion occur within the data controller’s space, the data controller will be
responsible for this violation.
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= Decision No: 2023/845

Subject: Unlawful processing of personal data by a cargo company employee through
sending a text message to the data subject's phone after the delivery of the cargo

Assessment: All persons working on behalf of the data controller even through sub-
contracting, or a similar relationship should be provided with personal data protection
training by the data controller This obligation, which is considered within the scope of
administrative measures, is not limited to the data controller's own employees.

= Decision No: 2023/924

Subject: Unlawful processing of personal data of the data subject by the parking lot
operator data controller and failure to fulfill the obligation to disclose

Assessment: The decision indicates that it is possible to process personal data to be
submitted as evidence. However, it should not be forgotten by the data controllers that the
data subjects should be informed about this matter. Otherwise, as in the decision, even if
the data processing activity is lawful, data controllers may be penalized for failure to fulfill
the obligation to disclose.

= Decision No: 2023/1041

Subject: On the failure of the data controller to duly fulfill the disclosure obligation on its
website and to oblige the service it provides to be conditional on explicit consent

Assessment: In the Decision, it was held that if alternative sales channels are offered to
users, the data transfer abroad in sales conducted through the Internet may be subject to
the condition of explicit consent.
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Decision No: 2023/1130

Subject: Disclosure of the report and medication records of the data subject by the
pharmacy to the former spouse

Assessment: In its assessment within the scope of the decision, the Board determined
that since the Ministry of Health is responsible for the establishment and management of
the Medula system, pharmacists are data processors in terms of the data entered into this
system. On the other hand, in the case subject to the decision, as the pharmacist went
beyond entering the information into Medula (printing out the report and medication list of
the data subject and sharing it with a third party), the pharmacist was considered as a data
controller. Accordingly, it has been stated that data processors shall be considered as
separate data controllers if they exceed the instructions given by the data controller.

Decision No: 2023/1234

Subject: Processing of personal data by a car rental company upon requesting a Findeks
report from the data subject

Assessment: E-marketplaces acting as intermediary service providers do not have the
title of data controller in terms of processing activities carried out exclusively by sellers.
Providing Findeks reports, which are requested subject to explicit consent, as a condition
for the provision of the service, will be deemed invalid since it contradicts the principle that
explicit consent is based on free will.

Decision No: 2023/1309

Subject: Unlawful disclosure of personal data of the data subject by an airline company to
third parties

Assessment: The decision states that the data controller must immediately notify the data
breach upon receiving a data breach notification, even within the scope of the data subject
application.
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— Decision No: 2023/1310

Subject: Processing of personal data through processing facial data when assigning a
digital password in a bank's mobile application

Assessment: Within the scope of the Decision, biometric data in mobile banking may be
processed with explicit consent in the presence of a legitimate reason such as identity
verification.

Decision No: 2023/1321

Subject: Continuation of the processing of the e-mail data of the data subject by the data
controller company of which the data subject was previously a partner

Assessment: E-mail accounts belonging to data subjects, the employees or former
partners, should be set up in such a way that they will not receive new e-mails after leaving
their jobs, in other words, after the end of their relationship with the data controller, the
relevant e-mail accounts should be closed.

Decision No: 2023/ 1356

Subject: An employer's submission of footage of a person praying in a masjid in a
reinstatement case

Assessment: The decision states that it is possible to record footage in the workplace for
certain purposes. However, as stated in the decision, the privacy expectations of
individuals should also be taken into consideration in determining the recording areas, and
recording should not be made in areas such as prayer rooms and rest rooms. As a matter
of fact, evidence obtained by exceeding these criteria and presented to the courts should
be considered unlawful and should not qualify as evidence.

Decision No: 2023/1414

Subject: Disclosure of sensitive personal data of the data subject by the lawyer to the court

Assessment: In the decision, it is stated that DNA test results can be used by each person
who possesses this common data as it is the common data of more than one person. As a
matter of fact, the Code of Civil Procedure may constitute a legal basis for the submission
of sensitive personal data to the courts as evidence, and when submitting personal data
to the courts as evidence, the legal reason for the establishment / protection and exercise
of a right may be relied upon.
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= Decision No: 2023/1461 = Decision No: 2023/1578
Subject: Use of security cameras with audio recording capability Subject: Transfer of sensitive personal data of the data subject in the patient file to the
court
Assessment: In the decision, recording and processing video footage with security
cameras is considered lawful, while recording and processing audio footage is considered Assessment: The decision states that the data controllers who responded and submitted
unlawful, except in exceptional circumstances. documents within the scope that are specified in the court orders acted in accordance
with the law.

= Decision No: 2023/1465

Subject: Display of personal data of a third-party during user login on the website of the /- Administrative Fines to be Imposed in 2024 under the Law
data controller
Obligations 2024 Lower Limit (TRY) 2024 Upper Limit (TRY)

Assessment: In the case. sub.ject to the decision, a user th) logged in to the website of Breach of Disclosure Obligation | 47,303% 946,308%
the car rental company with his/her own username and e-mail address was directed to the
account of another user due to a system error. The Board stated that only the viewability Breach of Data Obligation 141,934% 9,463,213%
of this data is considered as a data processing activity and no data breach notification was Failure to Fulfill Board Decision | 263,557% 9,463,213%
made despite the fact that the data of four people were affected by the technical error in . . . .

. L L " e L Violation of VERBIS Registration | 189,245% 9,463,213%
question, that an ex officio investigation was initiated as a result of the notification of the d Notification Obliaati
person who was provided with unauthorized access, that the personal data of the an otitication ‘gation

whistleblower does not need to be affected by the incident in order to make a notification.
Furthermore, as a result of the investigation, it was determined that the data controller did
not take the necessary security measures and that a data breach notification should have
been made due to this unauthorized access.

Should you have any queries on the above, please contact us.

Consequently, it is obligatory to provide a data breach notification even if a single data Contact
subject is affected by a data breach. .
Burcgak Kurt Bicer Ugurkan Seber Irem Efe
Managing Partner Senior Associate Associate
burcak.bicer@bicerguner.com ugurkan.seber@bicerguner.com irem.efe@bicerguner.com

= Decision No: 2023/1548

Subject: Audio recording, disclosure and submission to the court file without the explicit
consent of the person concerned

Assessment: The decision states that in certain circumstances, audio recordings may be
used as evidence in lawsuits between the employee and the employer. In line with the
established jurisprudence of the Supreme Court of Appeals, these certain circumstances
are the cases where the employer does not have the possibility of proving the termination
of the employment contract for just cause by other evidence, or where there is an aim to
prevent the loss of evidence that would be possibly lost. In such cases, the data controller
employer will be able to rely on the legal ground for the establishment/protection and
exercise of a right.
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1. Kisisel Verileri Koruma Kurulu Kararlarina Karsi itirazlarin Gerekgesiz Reddedilmesi
Hakkinda Anayasa Mahkemesi Karari

Anayasa Mahkemesi (“AYM”), 15.12.2023 tarih ve 32400 sayilli Resmi Gazete’de yayimlanan
2020/7518 numarali ve. 12.10.2023 tarihli “M.L.I. Bagvurusu Kararr” (“Karar”) ile, 6698 sayili Kisisel
Verilerin Korunmasi Kanunu (“Kanun”) uyarinca veri givenligini saglamaya yonelik gerekli teknik
ve idari tedbirlerin alinmadigindan bahisle Kisisel Verileri Koruma Kurulu (“Kurul”) tarafindan
Basvurucuya uygulanan idari para cezasina itirazin Sulh Ceza Hakimligi tarafindan hicbir
degerlendirme yapilmadan reddedilmis olmasi sebebiyle Bagvurucunun mdlkiyet hakkinin ihlal
edildigine karar vermistir.

Karara konu olayda Kurul, Bagvurucunun 2016 yilinda devraldigi konaklama sirketindeki musteri
rezervasyon ve misafir veri tabaninda yetkisiz erigim gerceklestigi ancak Kanun’un ilgili maddeleri
uyarinca veri givenliginin saglanmasina yonelik gerekli teknik ve idari tedbirlerin alinmadigi ve
ihlalin en kisa slrede bildirilmesi yukimlaligine uyulmadigr gerekcgeleriyle Basvurucu hakkinda
toplam 1.450.000 TL idari para cezasl uygulanmasina karar vermistir.

Basvurucu, idari para cezasina iligkin Kurul kararinin yeterli bir gerekce icermedigini, idari para
cezasinin zaman bakimindan uygulanabilir olmadigini, kisisel verilerin korunmasinda kusur
sorumlulugunun esas oldugunu, tim tedbirleri almasina ve kusuru olmamasina ragmen ceza
verilmesinin hukuka aykiri oldugunu, idari para cezasinin élgulllik ilkesine ve diger cezaya konu
edilen olaylar ile karsilastinldiginda esitlik ilkesine aykiri oldugunu iddia ederek idari para cezasinin
kaldiriimasi talebiyle karara itirazda bulunmustur. Sulh Ceza Hakimligi (“Hakimlik”) tarafindan ise
uygulanan idari yaptirrm yasa ve usule uygun bulunarak Basvurucunun itirazi reddedilmis, red
kararina yapilan itirazi ise kararin uygunlugundan ve dedgistirilecek bir husus bulunmadigindan
kesinlegtirilmistir.
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Basvurucu ilk derece mahkemesi tarafindan yeterli ve gerekli inceleme yapilmaksizin itirazin
reddine karar verildigi, en Ust hadden idari para cezasl uygulanmasinin oranti olmadigi ve
mulkiyet hakkini ihlal edildigi iddialariyla Anayasa Mahkemesine bireysel bagvuruda bulunmustur.

Yaptidi inceleme sonucunda AYM, veri sorumlularina veri glivenliginin korunmasi ve saglanmasi
icin yikumlalikler getiriimesinin ve bu ylUkimliliklerin ihlali halinde yaptirirm uygulanmasinin
kamu yararina ydnelik oldugunu ve uygun givenlik diizeyini temin etmeye yonelik elverigli bir arag
oldugunu belirtmigtir. Ancak, somut olay nezdinde AYM, Bagvurucunun ilgili iddialarinin yargilama
sUrecinin bUtinunu etkileyen énemli ve karsilanmasi gereken iddialar oldugunu belirterek,
Basvurucunun bu itirazlari hakkinda Hakimlik tarafindan hicbir degerlendirme yapiimadigi, bu
sebeple miulkiyet hakkinin korunmasina ydnelik usule iligkin glivencelerin somut olayda yerine
getirilmedigi ve mulkiyet hakkinin ihlal edildigi sonucuna varmigtir. Kararin, Bagvurucunun idari
para cezasina itirazini inceleyen istanbul Anadolu 1. Sulh Ceza Hakimligi'ne génderilerek Hakimlik
tarafindan yeniden yargilama islemlerinin baslatiimasi ve Anayasa Mahkemesini ihlal sonucuna
ulastiran nedenleri gideren yeni bir karar tesis edilmesi gerekecektir.

Karar ile, Kurul tarafindan uygulanan idari para cezalarinin gerekgelerinin hukuken gerekli ve
yeterli bir sekilde aciklanmasinin énemi vurgulanarak, verilen kararlarin ve bu kararlara itiraz
slreclerinin Anayasal haklara zeval vermeden butindyle ve detayli olarak gerekcelendirmeleri
gerektigi belirtilmigtir.

2. Genetik Verilerin islenmesinde Dikkat Edilmesi Gereken Hususlara iliskin Rehber
Yayimlandi

Genetik Verilerin islenmesinde Dikkat Edilmesi Gereken Hususlara iligkin Rehber (“Genetik Veri
Rehberi”), 13 Ekim 2023 tarihinde Kigisel Verileri Koruma Kurumu (“Kurum”) tarafindan resmi
internet sitesinde yayimlanmistir. S6z konusu Genetik Veri Rehberi ile, Kanun'da 6zel nitelikli kisisel
veri olarak kabul edilen genetik verilerin kullanim alanlarn ve islenme sartlari, genetik veri
sorumlular, ilgili kigiler ve yakumlulukleri, genetik veri glivenligi ve son olarak Kurum’un 6nerileri
ve tavsiyeleri dizenlenmektedir.

Genetik Veri Rehberi kapsaminda genetik veri, canliya ait genomdan, hiicre cekirdeginden ya da
mitokondrisinden kodlanan tiim DNA, RNA ve protein diziliminden elde edilen bilgilerin tamami ya
da bir kismi olarak tanimlanmaktadir. Kanunun 6. maddesinde de kigilerin biyometrik ve genetik
verileri, zel nitelikli kisisel veriler olarak nitelendirilmistir. Bu dogrultuda, saglik alaninda yapilan
genetik analizlerde kullanilan genetik verilerin iglenmesinde, veri sorumlularinin Kanun’da
ongorilen kisisel veri islemenin genel ilkeleri 1siginda, ulasiimak istenilen amag icin uygun ve
gerekli olacak sekilde, dogru hukuki sebeplere dayali olarak genetik veri igslemeleri ve Kanun’a
uygun sekilde yukumluliklerini yerine getirmeleri gerekmektedir. Ayrica, elveriglilik, gereklilik ve
orantililik ilkeleri kapsaminda genetik verinin igslenmesiyle hedeflenen neticenin gergceklesmesi icin
yalnizca sz konusu amaci gerceklestirmeye yénelik verilerin islenmesi, bu dogrultuda daha az
miktar ve tirde Kkigisel verinin iglenmesini saglayan, en az muldahaleyi gerektiren
araclar/yontemlerin kullanilmasi, yani veri minimizasyonu, 6nem arz etmektedir. Veri sorumlusu
ayrica, genetik verisi islenen ilgili kisiye, genetik veri isleme faaliyetlerini ve sonuglarini agik ve
anlasilir bir sekilde anlatmakla yukimli olup, riza kapsaminin disina ¢gikmamalidir.

Ote yandan, genetik verilerin yurt disina aktariminin sdz konusu olabilmesi icin, (i) ilgili kisinin acik
rizasi, (iij) acik riza aranmayan durumlarda genetik verilerin aktarilacagi yabanci ulkede yeterli
korumanin bulunmasi (yeterli koruma bulunan yabanci (lkelerin listesi heniiz Kurum tarafindan
yayinlanmamistir); veya (iii) yeterli korumanin bulunmamasi durumunda ise Turkiye’deki ve ilgili
yabanci Ulkedeki veri sorumlularinin yeterli bir korumay! yazili olarak taahhit ederek alacaklar
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Kurum izninden herhangi birinin bulunmasi gerekmektedir. Bununla birlikte Genetik Veri Rehberi,
uluslararasi s6zlesme hikimleri sakh kalmak Gzere, ilgili kisinin veya Tirkiye’nin menfaatinin ciddi
bir sekilde zarar goérebilecegi hallerde, ilgili kamu kurumunun gértstinin alinmasi kaydiyla,
Kurul'un izniyle yurt digina aktarim yapilabilecegini de belirtmektedir.

Veri sorumlularinin, genetik verilerin hassasiyeti nedeniyle verilerin glivenligini saglamak amaciyla
Kurul’'un 2018/10 sayili ve 31 Ocak 2018 tarihli Kararinda yer alan Ozel Nitelikli Kisisel Verilerin
Islenmesinde Veri Sorumlularinca Alinmasi Gereken Yeterli Onlemlerin yani sira, Genetik Veri
Rehberi’nde yer alan teknik ve idari tedbirleri almasi tavsiye edilmektedir. Buna gére, genetik
verilerin bulut sistemlerinden tutulmasi halinde, bulutta depolanan verilerin kaydi tutulmal, bulut
disindaki yedekleri alinmali ve uzaktan erisimi igin iki kademli kimlik dogrulama kontroli
uygulanmalidir. Ayrica, kriptografik ydntemler ile sifrelenecek sistemlere erisim sadece yetki sahibi
personel ile sinirlandinimalidir. Verilerin igslenmesi sirasinda kullanilan cihazlarin bakim ve onarimi
ile iadesi gibi durumlarda cihazlar ve sunucularda kisisel veri olmadigindan emin olunup, cihaz
sahibinden yazili taahhitname alinmalidir. Veri isleme sistemi sertifikali cihazlar, gincel yazilimlar
kullanmali, yama yénetimi saglanmali ve acik kaynak kodlu yazilimlar tercih edilmeli ve ilk olarak
sentetik veriler kullanilarak test edilmelidir. Ayrica, sistemlerin donanimsal ve yazilimsal guvenlik
testleri periyodik olarak yapilmalidir. Genetik veri mahremiyetinin tasarim asamasindan itibaren
veri koruma kurallarina uygunlugu éngéren “Mahremiyet Temelli Tasarim” (Privacy by design)
ilkesi benimsenerek, bir yazilimin yapim asamasindan itibaren kisisel verilerin korunmasi kurallari
ve gizliligin g6z o6ninde bulundurulmasi ve buna uygun sistemlerin entegre edilmesi
gerekmektedir. Ayrica genetik veriler, konu kapsaminda yetkili ve bilgili ve kendisiyle gizlilik
stzlesmesi akdedilmis kisiler tarafindan muhafaza edilmelidir. Genetik Veri Rehberi’nde yer verilen
bu ilkelerin ve kriterlerin saglandigi hususu ise veri sorumlusu tarafindan kayit altina alinip
belgelendirilmelidir ve kamuoyuna aciklanmalidir.

3. Mobil Uygulamalarda Mahremiyetin Korunmasina Yoénelik Tavsiyeler Yayimlandi

Mobil Uygulamalarda Mahremiyetin Korunmasina Yonelik Tavsiyeler (“Tavsiye”), 22 Aralik 2023
tarihinde Kisisel Verileri Koruma Kurumu tarafindan resmi internet sitesinde yayimlanmigtir. S6z
konusu Tavsiye ile, oOzellikle akill telefonlar ve tabletlerde kullanilan mobil uygulamalarda
mahremiyetin korunmasina yoénelik mevcut ve potansiyel riskler o&rnekler Uzerinden ele
alinarak, Kanun kapsamindaki genel ve 6zel nitelikli kisisel verilerin mobil uygulamalar araciligiyla
islenmesi faaliyeti bakimindan ilgili kisi ve veri sorumlusu niteligini haiz aktérlere ydnelik genel
nitelikli tavsiyelerde bulunulmustur.

Tavsiye, mobil uygulamalarda kigisel verilerin islenmesi ve korunmasi sireclerinde; uygulama
saglayicisi, uygulama gelistiricisi, reklam agi, uygulama magazasi kurulusu, isletim sistemi
saglayicisi, kitiphane saglayicisi ve cihaz Ureticisi gibi birgok aktériin sorumlu olabilecegini
belirtmistir. Bu dogrultuda uygulamanin islevselligine, tasarimina ve kullanicinin verdigi izinlere
gore degiskenlik gbsterse de genel olarak mobil uygulamalar tarafindan islenen kullanicinin kimlik
bilgileri, tyelik bilgileri, iletisim bilgileri, finansal bilgiler, kullanici etkilesimleri, konum bilgisi,
cevrimici tanimlayicilar, telefon rehberi veya uygulamalardaki arkadags listeleri; 6zel nitelikteki
kisisel verilere ise biyometrik veriler, saglik verileri gibi kisisel verilerin islenmesinde bireylerin
mahremiyetinin korunmasi ve uygulamalar Uzerinden gergeklestirilen veri isleme faaliyetinin
Kanun’da belirtilen ilkelere uyumlu olmasi amaciyla hem uygulama kullanicilarina hem de veri
sorumlusu ve/veya veri isleyen olarak nitelendirilebilecek kigilere drnekler Gzerinden tavsiyelerde
bulunulmustur.
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= Kullanicilara Yonelik Tavsiyeler:

Tavsiye'ye gore s6z konusu uygulamalar, givenilir oldugu degerlendirilen AppStore veya
GooglePlay gibi resmi uygulama magazalari veya mobil uygulama saglayicisinin resmi internet
sitesi gibi kaynaklardan, uygulamanin gelistiricisi hakkinda bilgi edinilerek ve uygulama adinin
dogrulugundan emin olunduktan sonra indirilmelidir. Her ne kadar yiksek uygulama puani ve
olumlu yorumlar bir uygulamanin mutlak surette gtivenilir olacagini garanti etmese de uygulamanin
islevselligi ve guvenilirligi hakkinda fikir edinmek adina uygulamaya yonelik yorum ve puanlar
degerlendirilmelidir. indirilecek uygulamanin ézellikle gizlilik politikasi gézden gegirilmeli, hangi
verilere erigim izni istedigi kontrol edilmelidir. Uygulama tarafindan talep edilen konum, ses,
goéruntd vb. erisim izinlerde mahremiyetin korunmasina iliskin endise duyulmasi halinde erigim
isteklerinin reddedilmesi ve gerekirse alternatif bir uygulama arastirimasi gerekmektedir.
Uygulamalarda kullanilacak sifreler olusturulurken mimkin oldugunca gig¢li kombinasyonlar
tercih edilmeli, her hesap igin farkli sifre olugturulmal ve gift faktérli dogrulama etkin hale
getirilmelidir. Ayrica, uygulamanin sosyal ag hesabindan bilgi toplamasina yol agacagindan,
uygulamalara giris yaparken sosyal medya hesaplarinin kullanilmasindan kaginiimalidir.

= Kisisel Veri isleyen Taraflara Yonelik Tavsiyeler:

Mobil uygulamalarin gelistiriimesi, kullanima sunulmasi ve ilgili kisiler tarafindan kullaniimasi
slreglerinde kisisel veri igsleme faaliyetinin Kanun’a uygun gerceklestiriimesi gerekmektedir. Bu
kapsamda kisisel veriler, hukuka ve durustlik kurallarina uygun bir sekilde, dogru ve gliincel olarak
belirli, acik ve mesru amaclar ¢ercevesinde bu amaclara baglh, sinirl ve 6l¢lli olacak sekilde
islenmeli; kanuni muhafaza stlirelerine uygun olarak muhafaza edilmelidir. Bu kapsamda uygulama
gelistiricileri ile saglayicilarinin kigisel veri isleme faaliyetlerinde dirust ve seffaf olmalarn ve bu
dogrultuda aydinlatma ylkimlGligine uygun olarak aydinlatma metni ve eger ayrica hazirlanmigsa
gizlilik politikasina erisimi kolaylastiriimasi, kullanicilarin hak ve menfaatlerini gbzeterek gizlilik
ayarlari ve glincellemeler konusunda kullanici dostu ara yUz kullaniimasi tavsiye edilmistir. Ayrica,
mobil uygulamalar araciligiyla kisisel verileri iglemeye temel olusturacak isleme kosullarinin
belirlenmesi ve gerekgeleri ile ortaya konulmasi elzemdir. Veri sorumlusu, veri isleme faaliyetinin
gerceklestiriimesinde dncelikle acik riza disindaki diger veri isleme sartlarindan birisine dayanilip
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dayanilamayacagi degerlendirmeli, bunlardan herhangi birisi bulunmuyorsa kullanicinin agik
rizasinin alinmasini saglamalidir.

Tavsiye ayrica yazilimlarin uygulamaya ve uygulamaya entegre Ug¢Uncu taraflara ayri ayn izin verme
imkani saglamamasini bir sorun olarak dile getirmis, kullanici izinlerinin alinirken uygulamada
faydalanilan G¢linci taraf islemlerine iligkin seffaf olunmasi ve uygulamaya entegre edilen Gginci
taraf hizmet araciligiyla kisisel veri islenmesinde hukuki bir sebep bulunmadigi takdirde bu
hizmetin uygulamada kullanilmamasi gerektigini belirtmistir.

Ote yandan, uygulamalarda giincelligin saglanmasi ve giincelligini yitiren kisisel veriler yéniinden
kimlik hirsizhginin éndine gegcilebilmesi adina kullanicilara kisisel verilerin dogru ve guincel olmasi
adina dizeltilmesi imkéani taninmasi gerektigi vurgulanmistir. Ayrica, islenen veriler, uygulamanin
kullaniimasiyla belirlenen amagclarin gergeklestirilebilmesine elverigli olmalidir. Burada énemli olan,
veri minimizasyon ve OlgUlUllk ilkeleri cercevesinde amaci gerceklestirmeye yonelik mimkin olan
en az cesit ve sayida kisisel veri toplanmasi ve amag icin gerekli olmayan veri islemeden
kacinilimasidir.

Son olarak veri glvenliginin saglanmasi konusunda Tavsiye, mobil uygulamalarin veri koruma
kurallarina uygunlugu ©6ngoéren tasarimdan itibaren mahremiyet (privacy by design) ve
baslangictan itibaren mahremiyet (privacy by default) ilkeleri ile uyumlu sekilde tasarlanmasini,
uygulamalarin kullanildigi cihazlara yetkisiz erisimler gergeklestiriimesini nlemek adina cihazlarda
cok faktorli kimlik dogrulama yéntemlerinin kullaniimasini, diizenli olarak yama yénetimi ve yazilim
guncellemesi slreglerinin gerceklestiriimesini ve bot saldirilarina 6nlem olarak kullanici
girislerinde CAPTCHA gibi yontemlere yer verilmesini, ve Kigisel verilerin etkili bir gsekilde
depolanmasi ve aktariimasinda yeterli bir sifreleme katmani ve ilgili sifreleme anahtarlarinin givenli
yonetimi araciligiyla sifrelenmesini tavsiye etmistir.
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4. Tiirkiye Cumbhuriyeti Kimlik Numaralarinin islenmesine iligskin Rehber Yayimlandi

Kurum tarafindan 16.01.2024 tarihinde Tirkiye Cumhuriyeti Kimlik Numaralarinin islenmesine
iliskin Rehber ("TCKN Rehberi") yayimlanmisti. TCKN Rehberi’nin amaci, Tirkiye Cumhuriyeti
kimlik numarasinin ("TCKN") islenmesini 6ngéren mevzuat hikimlerine dikkat gekmek ve TCKN
isleme faaliyetlerinin Kanuna uygun olarak nasil ylritilecegi konusunda veri sorumlularina yol
gbstermektir.

TCKN Rehberi'ne gére, TCKN'nin igslenmesinde 6zet olarak; (i) veri sahiplerinin kigisel verilerini
koruma hakkina daha az midahale eden yontemlerin mimkuan olup olmadiginin degerlendirilmesi,
(i) veri isleme faaliyetinin hukuka uygun olarak gerceklestirilmesi, (i) veri sorumlulari tarafindan
gerekli teknik ve idari tedbirlerin alinmasi ve (iv) TCKN'nin Kanun ve ikincil mevzuatina uygun
olarak islenmesinin saglanmasi hususlarina dikkat edilmelidir. TCKN Rehberi'nde yer alan énemli
hususlar asagida kisaca 6zetlenmisgtir.

Ote yandan, TCKN Rehberi, TCKN'nin islenmesinin éngériildiigii durumlara ve ilgili mevzuat
hikidmlerine érnekler vermektedir. TCKN Rehberi’nde bu durumlara ve mevzuat hikimlerine
iligkin verilen érnekler agagidaki sekilde dzetlenebilir:

e mal ve hizmet aligverisi igin fatura diizenlenmesi,

e siparis ve kargo teslimat,

e esnaf tarafindan ticari elektronik ileti génderilmesi,

e ticaret siciline tescil ve sicil tasdiknamesi alinmasi,

¢ noterliklerde ydritilen yasal islemler,

e davalarin agilmasi,

e sug gelirlerinin aklanmasinin énlenmesi,

e TCKN veya kimlik bilgilerini iceren belgelerin kimlik tespiti ve diger amaclarla yetkili
makamlara sunuldugu, gdsterildigi veya bildirildigi durumlar.

5. Secim Faaliyetlerinde Kigisel Verilerin Korunmasi Rehberi Yayimlandi

Kurum tarafindan 24.01.2024 tarihinde Secim Faaliyetlerinde Kisisel Verilerin Korunmasi Rehberi
("Secim Rehberi") yayimlanmistir. Segcim Rehberi'nin amaci, segim faaliyetlerinde yer alan kamu
idarelerinin, siyasi partilerin, adaylarin ve se¢menlerin 6698 sayili Kisisel Verilerin Korunmasi
Kanunu (“Kanun”) kapsaminda yerine getirmesi gereken yukumlultkleri ve Kanun kapsaminda
sahip olduklari haklari hatirlatmaktir. Asagida Secim Rehberi’nde 6ne ¢ikan hususlarin bir 6zetini
gorebilirsiniz:

e Secim Rehberi’nde Yiksek Secim Kurulu ("YSK"), siyasi partiler ve bagimsiz adaylarin her
birinin secim faaliyetleri kapsaminda yurittikleri veri isleme faaliyetleri bakimindan veri
sorumlusu olarak kabul edildikleri belirtiimektedir.

e Kanun'un 28. maddesi uyarinca, secimlerin ydnetimi ve denetiminden sorumlu olan
YSK'ya, veri sahiplerini aydinlatma yUkimliligd, veri sahiplerinin haklari (zararlarin
tazminini talep etme hakki hari¢) ve Veri Sorumlulari Siciline kayit yukimlGliguni
diizenleyen hiikiimler uygulanmayacaktir. Ote yandan, siyasi partiler ve bagimsiz adaylarin,
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kisisel veri isleme faaliyetleri sirasinda veri sahiplerini bilgilendirmek ve haklarini
kullanmalarini saglamakla ytukimla olduklari vurgulanmaktadir.

Kanun'un 8. maddesinin 3. fikrasinda dizenlenen "Kigisel verilerin aktariimasina iligkin
diger kanunlarda yer alan hiikiimler sakhidir." hUkmU nedeniyle engellilik verileri gibi saglik
verilerini de iceren 6zel nitelikli kisisel verilerin, 7062 sayili Kanun'un 6. maddesi ile 298
sayill Kanun'un 36. ve 74. maddeleri 6rnek gosterilerek YSK tarafindan ilgili kisilerin agik
rizasi alinmaksizin aktarilabilecegi belirtilmigtir.

Siyasi partilerin Uyelerine sesli, gérintili veya yazil mesaj gdndermek amaciyla iletisim
verilerini isleyebilecekleri; ancak vatandaslarin e-posta adreslerine mesaj gdéndererek veya
telefonlarina sesli, goruntlli veya yazili mesaj géndererek propaganda yapmalarinin
muimkin olmayacag belirtiimektedir.

Secim Rehberi’nde bagimsiz adaylarin vatandaslara sesli, gorintuli veya yazili mesaj
gondermemeleri ve bu amagla vatandaslarin kisisel verilerini islememeleri gerektigi
vurgulaniyor.

Kurul Tarafindan Yayinlanan Kararlar

Karar No: 2023/567

Konu: Bir e-ticaret sitesinden aligveris yapilabilmesi i¢in kredi/banka karti bilgilerinin
kaydedilmesinin zorunlu tutulmasi hakkinda

Degerlendirme: Bir online aligveris platformunda kredi kartinin veya banka kartinin
herhangi bir sisteme kaydedilmesi ve saklanmasi zorunlu tutulamayacak olup, bu kayit
islemi ancak ilgili kisinin 6zgUr iradesi zedelenmeden acik rizasiyla yapilabilecektir.

Karar No: 2023/695

Konu: Ozel bir tip merkezi tarafindan ilgili kisinin e-nabiz sistemindeki verilerine hukuka
aykiri erigilmesi

Degerlendirme: Calisanlarin kendi takdirleriyle gergeklestirdikleri kanuna aykir veri
isleme faaliyetlerinin veri sorumlusunun biinyesinde gerceklesmesi halinde, veri sorumlusu
bu aykirihktan sorumlu olacaktir.

Karar No: 2023/845

Konu: Bir kargo sirketi ¢aligsani tarafindan kargo teslimi akabinde ilgili kisinin telefonuna
kisa mesaj gdénderilmesi suretiyle kisisel verilerin hukuka aykiri islenmesi

Degerlendirme: Alt-isverenlik veya benzeri bir iliskiyle veri sorumlusu adina galisan tim
kisilere, veri sorumlusu tarafindan kisisel verilerin korunmasi egitimi saglanmasi
gerekmektedir. idari tedbirler kapsaminda degerlendirilen bu yikimlilik veri
sorumlusunun kendi ¢alisanlari ile sinirlandiriimamugtir.
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— Karar No: 2023/924

Konu: Otopark isletmecisi veri sorumlusu tarafindan ilgili kisinin kisisel verilerinin hukuka
aykiri islenmesi ve aydinlatma ydkimlaliginun yerine getiriimemesi

Degerlendirme: Kararda, delil olarak sunulmak Uzere kisisel verilerin iglenmesinin
mUmkdn olduguna yer verilmektedir.

Ancak ilgili kisilere bu hususta aydinlatma yapilmasi gerektigi veri sorumlarinca
unutulmamalidir. Aksi takdirde kararda oldugu Uzere veri isleme faaliyeti hukuka uygun olsa
dahi aydinlatma yUkimliligu yerine getiriimediginden veri sorumlularina ceza
uygulanabilecektir.

Karar No: 2023/1041

Konu: Veri sorumlusunun internet sitesinde aydinlatma yUkimlGligini usuliine uygun
olarak yerine getirmemesi ve sundugu hizmeti acik riza sartina baglamasi hakkinda

Degerlendirme: Kararda, kullanicilara alternatif satis kanallari sunulmasi halinde internet
Uzerinden yapilan satiglarda yurt digina veri aktariminin acik riza verilmesi sartina
baglanmasinin mimkun olduguna yer verilmistir.
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— Karar No: 2023/1130

Konu: ilgili kisinin rapor ve ilag kayitlarinin eczane tarafindan eski esi ile paylasiimasi

Degerlendirme: Kurul karar kapsamindaki degerlendirmesinde, Medula sisteminin
kurulmasindan ve yodnetilmesinden Saghk Bakanhginin sorumlu olmasi nedeniyle
eczacllarin bu sisteme girilen veriler agisindan veri isleyen oldugunu tespit etmistir. Buna
karsilik karara konu olayda, eczacinin Medula’ya bilgi girisi yapmanin 6étesine gegmesi (ilgili
kisinin rapor ve ilag listesinin ciktisini alip tglncu kisi ile paylagsmasi) nedeniyle eczaci veri
sorumlusu olarak degerlendirilmistir. Bu dogrultuda, veri igleyenlerin, veri sorumlusu
tarafindan verilen talimatlari asmasi halinde ayri bir veri sorumlusu haline geldiklerine yer
verilmektedir.

Karar No: 2023/1234

Konu: Bir Arag kiralama sirketi tarafindan ilgili kisiden Findeks raporu talep edilmesi
suretiyle kigisel verilerinin igslenmesi

Degerlendirme: Araci hizmet saglayici olarak hareket eden e-pazaryerlerinin, minhasiran
saticilar tarafindan gerceklestirilen isleme faaliyetleri yoninden veri sorumlusu sifati
bulunmamaktadir. Acik rizaya tabi olarak talep edilen Findeks raporlarinin verilmesi
hizmetin sunulmasi sarti yapilmasi, ac¢ik rizanin 6zgir iradeye dayanmasi kosulu ile
celistiginden bu acik riza gegersiz olarak kabul edilecektir.

Karar No: 2023/1309

Konu: Bir havayolu sirketi tarafindan ilgili kisiye ait kigisel verilerin hukuka aykir olarak
Ucincu kisilerle paylagiimasi

Degerlendirme: Kararda veri sorumlusu tarafindan ilgili kisi bagvurusu kapsaminda dahi
veri ihlali meydana geldigi 6grenilir ise derhal veri ihlal bildiriminde bulunulmasi gerektigine
yer verilmistir.
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— Karar No: 2023/1310

Konu: Banka mobil uygulamasinda dijital parola belirlerken yz verisinin islenmesi suretiyle
kisisel verilerin igslenmesi

Degerlendirme: Karar kapsaminda kimlik dogrulama gibi mesru bir nedenin varligi halinde
mobil bankacilikta biyometrik verilerin agik riza alinarak islenebilecegi belirtilmistir.

Karar No: 2023/1321

Konu: ilgili kisinin e-posta verilerinin, énceden ortagi oldugu veri sorumlusu sirket
tarafindan islenmeye devam edilmesi

Degerlendirme: Calisanlar ya da eski ortaklara ait e-posta hesaplarinin kullanicilarinin
yani ilgili kisilerin isten ayriimalarindan diger bir deyigle veri sorumlusu ile iligkilerinin sona
ermesini miteakip yeni e-posta almayacak sekilde ayarlanmasi yani kapatiimasi gereklidir.

Karar No: 2023/ 1356

Konu: Bir igveren tarafindan ise iade davasinda, ilgili kisinin mescitte ibadet etme
g6rintilerinin ibraz edilmesi

Degerlendirme: Kararda belli amaglarla isyerinde kamera kaydi yapilmasi mumkin
olduguna yer verilmektedir. Ancak kararda belirtildigi Uzere kayit yapilan alanlarin
belirlenmesinde kigilerin mahremiyet beklentileri de g6z dninde bulundurulmali, mescit,
dinlenme odalari gibi alanlarda kamera kaydi yapiimamalidir. Nitekim bu dl¢lleri asarak
elde edilen ve mahkemelere sunulan deliller hukuka aykiri kabul edilmeli ve delil niteligini
haiz olmamalidir.

Karar No: 2023/1414

Konu: iigili kisiye ait 6zel nitelikli kisisel verilerin avukat tarafindan mahkemeye aktariimasi

Degerlendirme: Kararda DNA testi sonuglarinin birden fazla kiginin ortak verisi olmasi
sebebiyle bu ortak veriyi haiz her bir kisi tarafindan kullanilabilecegine yer vermigtir.
Nitekim Hukuk Muhakemeleri Kanunu, 6zel nitelikli kigisel verilerin mahkemelere delil
olarak sunulmasina hususunda kanuni bir temel teskil edebilecek olup, kisisel veriler
mahkemelere delil olarak sunulurken bir hakkin tesisi/korunmasi ve kullaniimasi hukuki
sebebine dayanilabilecektir.
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= Karar No: 2023/1461 = Karar No: 2023/1578
Konu: Ses kayit 6zelligi bulunan giivenlik kamerasi kullaniimasi Konu: ilgili kisinin hasta dosyasinda yer alan &zel nitelikli kisisel verilerinin mahkemeye
Degerlendirme: Kararda giivenlik kameralariyla gériintii kaydi alinmasi ve islenmesi aktariimasi
hukuka uygun kabul edilirken ses kaydi alinmasi ve iglenmesi istisnai durumlar hari¢ olmak Degerlendirme: Kararda mahkemelerden gelen mizekkerelerde belirtilen kapsamda
uzere hukuka aykin olarak kabul edilmektedir. cevaplayan ve belge sunan veri sorumlularinin hukuka uygun hareket ettiklerine yer

verilmektedir.

= Karar No: 2023/1465

Konu: Veri sorumlusuna ait internet sitesinde yapilan kullanici girisinde Gglinci kisiye ait ~ 7- Kanun Kapsaminda 2024 Yilinda Uygulanacak idari Para Cezalari
kisisel verilerin gérintilenmesi

Degerlendirme: Karara konu olayda, ara¢ kiralama sirketine ait internet sitesine kendi

kullanici adi ve e-posta adresi ile girig yapan kullanicinin, sistemsel bir hata nedeniyle bir Yakamlalukler 2024 Alt Simir (TL) 2024 Ust Simir (TL)

baska kullanicinin hesabina yonlendirildigi anlasiimaktadir. Nitekim Kurul karar Aydinlatma Yiikimliiliigii ihlali 47.303% 946.308%
kapsamindaki degerlendirmesinde yalnizca bu verilerin gérintilenebilir olmasinin dahi bir Veri Yiikimliiligi ihlali 141.934% 9.463.213%
veri isleme faaliyeti olarak degerlendiriimesi sebebiyle, sz konusu teknik hatadan doért
kisinin verilerinin etkilenmis olmasina ragmen bir veri ihlal bildiriminde bulunulmamis Kurul Kararini Yerine Getirmeme | 263.557% 9.463.213%
oldugunu, yetkisiz erisim saglayan kisinin ihbari neticesinde re’sen inceleme baglatildigini, VERBIS Kayit ve Bildirim 189.245% 9.463.213%
ihbarda bulunabilmek icin ihbar edenin kendi kigisel verilerinin olaydan etkilenmesine Yiikimliiliigii ihlali
gerek olmadigini, yapilan inceleme neticesinde veri sorumlusunun gerekli glvenlik
o6nlemlerini almadiginin anlasildigini ve bu yetkisiz erisim nedeniyle veri ihlal bildiriminde
bulunulmus olmasi gerektigini belirtmigtir.
Sonug olarak, veri ihlalinden tek bir ilgili kisinin etkilenmesi bile veri ihlal bildirimi yapma Herhangi bir sorunuz olmasi halinde bizlerle her zaman iletisime gecebilirsiniz.
zarureti dogurmaktadir.
iletisim
= Karar No: 2023/1548 Burcak Kurt Bigcer Ugurkan Seber irem Efe
Yonetici Ortak Kidemli Avukat Avukat

Konu: ilgili kisinin agik rizasi alinmadan ses kaydinin alinmasi, paylasilmasi ve mahkeme
dosyasina sunulmasi

burcak.bicer@bicerguner.com ugurkan.seber@bicerguner.com irem.efe@bicerguner.com

Degerlendirme: Kararda belirli durumlarda ses kaydinin, isgi-isveren arasinda goérilen
davalarda delil olarak kullanilabilecegine yer verilmektedir. Yargitay’in yerlesmis ictihatlari
dogrultusunda s6z konusu durumlar, isverenin is s6zlesmesini hakli nedenle feshini bagka
tarla delil ile ispat etme imkani olmamasi ya da kaybolma ihtimali bulunan kanitlarin
kaybolmasinin engellenmesidir. Bu gibi durumlarda veri sorumlusu isveren, bir hakkin
tesisi/korunmasi ve kullanilmasi hukuki sebebine dayanabilecektir.
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